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WhatIs the nature or hacking?

For Kicks For Serious Money

A

=
ﬁ / State
ﬁ%/ Sponsored

Organised

Target and Crime
Impact
Hacktivism
Script Kiddy
m © 2017 KPMG LLP, a UK limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (‘KPMG International”), a Swiss entity. All rights reserved. 3

Document Classification: KPMG Confidential



What atlracts young peape oIt/

Where do bad choices ever start?

A potential journey:

Beat
System

Ref CREST / NCA report “Identify, Intervene, Inspire — Helping young people
to pursue careers in cyber security, not cyber crime”

m © 2017 KPMG LLP, a UK limited liability partnership and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (‘KPMG International”), a Swiss entity. All rights reserved. 4

Document Classification: KPMG Confidential



oW migntwe
(ress the propiem




HOW MIgNT We adaress the proniem

U'] Don’t say “No!”

02 Promotion of cyber/hacking skills in a productive way

S

03 Provision of a safe and competitive environment for children to use these skill

"EDUCATION ISTHE MOST
POWERFUL WEAPON WE CAN
USE TO CHANGE THE

WORLD"
— NELSON MANDELA
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POSIIVE STONeS and use of Silis

Google’s Kripa Krishnan

Reward: Skills
shortage in this area is
large and growing

“Bug Bounty” programmes
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POSIIVE STONeS and use of Silis

CTF = Capture the Flag

Allows children to prove themselves among their

peer group

Conducted as group exercises, these activities
allow children to feel like they are part of
something
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Schools

— Widest possible audience

— Increase awareness through activities such as
discussion and debate
(e.g. “This house believes hacking is
sometimes justified”)

35

After-school clubs

— Focus can be on those students with an active
interest in cyber security and hacking

— Aforum for students to meet, discuss and take
part in organised inter-school or national
hacking activities (such as the Cyber Security
Challenge UK)
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